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Abstract: The problem of fingerprint liveness detection has received an increasing attention in the last decade, as attested by
the organisation of three editions of an international competition, named LivDet, dedicated to this challenge. LivDet editions and
other works in the literature showed that the performance of current fingerprint liveness detection algorithms is not good enough
to allow empowering a fingerprint verification system with a module aimed to distinguish alive from fake fingerprint images.
However, recent developments have shown that texture-based features can provide promising solutions to this problem. In this
study, a novel fingerprint liveness descriptor named binarised statistical image features (BSIFs) is adopted. Similarly to local
binary pattern and local phase quantisation-based representations, BSIF encodes the local fingerprint texture into a feature
vector by using a set of filters that, unlike other methods, are learnt from natural images. Extensive experiments with over
40,000 live and fake fingerprint images show that the authors’ proposed method outperforms most of the state-of-the-art
algorithms, allowing a step ahead to the real integration of fingerprint liveness detectors into verification systems.

1 Introduction
It has been repeatedly shown that standard fingerprint systems have
difficulties in distinguishing images of a real fingertip from those
of an artificial replica. Therefore, the problem of detecting replicas
before fingerprint matching step has been receiving increased
attention in the past decades. Fingerprint liveness detection consists
of determining whether a fingertip image is authentic or not. This
can be approached using hardware-based or software-based
solutions. Hardware-based approaches rely on additional sensors to
compute measurements such as heartbeat or blood pressure on the
fingertip. Software-based approaches, on the other hand, use image
processing algorithms to extract information directly from the
collected fingerprint [1]. Software-based approaches are very
attractive solutions as they are usually cheaper and can be updated
and improved independently from the fingerprint sensor, that is,
they do not require additional hardware embedded into the
fingerprint sensor. This present work focuses on software-based
systems.

Several algorithms have already been proposed in the literature
to detect fake fingerprints based on the analysis of the
characteristics of real (i.e. live) fingerprints such as the shape of
ridges and the presence of pores. Other solutions rely on measuring
the amount of lost details and the presence of artefacts during the
fake production [2–4]. Although the proposed methods yield in
relatively satisfactory results [5] when tested on known fake
fingerprint material [6–8], they seem to encounter significant
difficulties to generalise and handle new spoofing materials [7, 9].

Among all the proposed methods in the literature, two texture-
based feature extraction algorithms: namely, local binary patterns
(LBPs) and local phase quantisation (LPQ) [10] have provided the
best performances in the state-of-the-art and have particularly
performed very well on the four LivDet 2011 datasets leading to a
12.25% error rate on average for LPQ and a 12.20% for LBP [11].
Since then, LBP and LPQ have inspired the development of several
other algorithms for fingerprint liveness detection such as multi-
scale LBPs (MSLBPs) [12], Weber local descriptor (WLD) [13]
and local contrast phase descriptor (LCPD) [14].

Despite the recent improvements in LBP, LPQ and other
algorithms [15–17], the obtained results are still far from allowing

these methods to be embedded into real fingerprint verification
systems [18]. Distinguishing live from fake fingerprints calls for
texture descriptors that are able to detect minute details which are
not visible even by a human expert. LBP and LPQ performed well
compared with other approaches [11], though they use texture
templates and pre-defined filters that are not optimal to encode the
differences between fake and live fingerprint images.

In this paper, we analysed many textural algorithms
performances but, in future work, could be interesting compared
these performances with those obtained using convolutional neural
networks. As a matter of fact, the recent introduction in this field of
deep learning techniques has led to a considerable improvement of
the results [19, 20]. Unfortunately, because of the reported feature
extraction times (much more than a second per image), they cannot
be implemented yet in real-time applications and, even less, in
mobile devices.

In this paper, we investigate the use of novel texture features,
named ‘binarised statistical image features (BSIFs)’ [21]. BSIF is a
local image descriptor constructed by binarising the responses of
linear filters but, in contrast to previous binary descriptors such as
LBP and LPQ, these filters are learnt from natural images using
independent component analysis (ICA). In a preliminary study
published at BTAS2013 [22], we have tested the BSIF algorithm
on the LivDet2011 dataset (16,000 images) and obtained better
performance compared with LBP and LPQ descriptors. In this
paper, we extend our previous work by providing a throughout
analysis of our methodology and additional experiments on the ten
datasets of the three editions of the Fingerprint Liveness Detection
Competition [6–8], that is, over 40,000 live and fake fingerprint
images. This is the largest experimentation of fingerprint liveness
detection. Furthermore, we compare the performance of our
approach against recent approaches and obtain excellent results
outperforming many state-of-the-art methods.

The rest of this paper is organised as follows. Section 2
discusses the different local texture descriptors for fingerprint
liveness detection. Section 3 introduces our proposed approach for
fingerprint liveness detection using BSIF features. The extensive
experiments and obtained results are thoroughly discussed in
Section 4. Concluding remarks are finally drawn in Section 5.
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2 Local texture descriptors in fingerprint liveness
detection
Fingerprint liveness detection algorithms are based on extracting
live-based characteristics (such as the shape of ridges, the presence
of pores or the perspiration) or measuring the amount of lost details
and the presence of artefacts during the fake production [5, 23]. In
this section, we briefly describe some of the recent and popular
algorithms for extracting liveness measurements (or features). An
earlier survey on fingerprint liveness detection can be found in [1]
while more recent surveys can be found in [18, 24, 25].

LBPs: LBP was originally developed for two-dimensional (2D)
texture analysis obtaining excellent results [26]. It compares the
surrounding pixels with the centre pixel, hence encoding a pre-
defined set of ‘texture templates’ or ‘micro-patterns’. The
histograms of these patterns are used as an image descriptor. LBP
combines structural (basically a filter capable of identifying
structures such as lines and borders) and statistical (micro-
structures distribution) information.

LPQ: LPQ was originally designed as a blur-tolerant descriptor.
It works on the frequency domain but, unlike other algorithms that
analyse the image spectrum in high frequencies [5], LPQ focuses
on the lower frequencies. Once the local spectrum is computed
using a short-term Fourier transform in a local neighbourhood, the
function values are sampled in four pre-set frequency values. In the
short-term Fourier transform, the filter function is chosen to be a
windowed complex exponential. From the sign of the real and
imaginary parts of these four values, eight binary coefficients are
derived. These allow to represent the phase information with an
integer value in the range [0, 255]. The occurrences of these values
are collected into a histogram which is used as the LPQ feature
vector [27].

MSLBPs: This variant of the original LBP algorithm was
proposed in order to collect intensity information from a large area
rather than from the neighbourhood of a single pixel. The MSLBP
can be computed by increasing the radius of the operator
(MSLBP1) or by applying a set of filters to the image and then the
LBP operator in the fixed radius (MSLBP2). The extracted
histograms were proved to be powerful descriptors for fingerprint
liveness detection [12].

WLD: This is another robust descriptor proposed for texture
classification. It is based on the Weber's law: the difference
between two stimuli is proportional to the magnitude of the stimuli.
Since the same difference between a central pixel and the
surrounding pixel values can be barely distinguishable in a high
intensity region and more significant in other regions, this
difference is normalised with respect to the central pixel's intensity
itself. Two dense fields of features are extracted: differential
excitation and orientation. The final 960 value histogram comprises
8 bins for the orientation and 120 bins for the differential excitation
[13].

LCPD: This descriptor is based on a spatial-domain component,
inspired to the homologous component of WLD, and a phase
component, which is the rotation-invariant version of LPQ. The
image is analysed, in parallel, in the spatial and in the transform
domain and, for each pixel, two features are computed. These
couples, collected over the whole image, populate a 2D histogram
whose rows are concatenated together to form a 1D histogram [14].

Quality related features: Several different quality-related
measures are proposed in order to characterise the liveness of a
fingerprint image including ridge-strength measures (orientation
certainty level and energy concentration in the power spectrum),
ridge-continuity measures (local orientation quality and continuity
of the orientation field), ridge-clarity measures (mean and standard
deviation, local clarity score and amplitude and variance of the
sinusoid that models ridges and valleys). Among all these features,
a feature selection stage is usually performed in order to select the
best feature subset [28].

Perspiration- and morphology-based features (PMBF): They
consist of a set of measures based on morphological characteristics
of the fingerprint. Specifically, the extracted measures are: residual
noise of the fingerprint image, first-order statistics (energy,
entropy, median, variance, skewness, kurtosis and coefficient of

variation) and perspiration-based features. A feature selection stage
is also performed in order to find the best performing features
among all the subsets [23].

Pores detection: The presence of pores in live fingerprints
defines the perspiration effect. Since pores are difficult to replicate
during the fake fingerprint fabrication process, a pore-based
liveness detection algorithm can analyse the pore distribution in
order to discriminate between fake and live fingerprint images. By
scanning the image along the fingerprint ridges, the algorithm can
extract the number of pores and the average distance between
pores. A large number of pores should be detected in live
fingerprint images whilst, on average, a much lower number of
pores are present in fake fingerprint images [4].

Power spectrum: In this approach, fingerprint images are
analysed in terms of high-frequency information loss. The claim is
that in the artificial fingerprint creation, the ridge–valley
periodicity is not altered by the reproduction process but some
micro-characteristics are less defined. As a result, high-frequency
details can be removed or significantly reduced. It is possible to
analyse these details by computing the image Fourier transform
modulus also called power spectrum. Several measures are
calculated for different radius values corresponding to different
frequency ranges [3, 5].

Wavelet energy signature: Wavelet decomposition of an image
[29] leads to the creation of four sub-bands: the approximation sub-
band containing global low-frequency information and three detail
sub-bands containing high-frequency information. For liveness
detection, the image is decomposed into four levels by using three
different wavelet filters (Haar, Daubechies and Biorthogonal)
without considering the approximation image, hence the sub-bands
number is 3 × 4 = 12.

Ridges wavelet: Once ridges wavelets are extracted, a
fingerprint skeleton can be used as a mask to obtain the grey-level
values along the ridges and these values are united into a signal. A
wavelet multiresolution decomposition is applied to that signal
with seven decomposition levels [30].

Valleys wavelet: In this case, the skeleton of the valleys is
obtained. As for the ridges wavelet analysis, the skeleton is used as
a mask to extract a signal representing the grey-level values along
the valleys. A wavelet multiresolution decomposition is applied to
that signal with seven decomposition levels [31].

Curvelet: The curvelet transform [32] partitions curves into a
collection of ridge fragments and then uses ridgelet transform to
represent each of them. It is very efficient for representing edges
and other singularities along curves due to its high directional
sensitivity and its high anisotropy. Two different curvelet
signatures can be considered:

• Curvelet energy signature: The energies of the 18 sub-bands are
measured by computing means and variances of curvelet
coefficients.

• Curvelet co-occurrence signature [curvelet grey-level co-
occurrence matrix (GLCM)]: For each of the 18 sub-bands, the
GLCM is calculated together with ten corresponding features.

The performances of most of these descriptors on the LivDet 2011
dataset can be found in [9, 10]. As already stated, LBP and LPQ
are among the best performing algorithms on these LivDet tests.
Therefore, we consider them as baseline methods against which we
compare our novel results using BSIF. For comprehensive
experimental evaluation, we also compare the results of our
proposed approach against recent methods such as [13, 23, 28].

3 Our proposed approach
Methods such as LBP [33] and LPQ [27] can be seen as statistics
of labels computed in the local pixel neighbourhoods through
filtering and quantisation. They describe each pixel's
neighbourhood by a binary code which is obtained by first
convolving the image with a manually pre-defined set of linear
filters and then binarising the filter responses. These methods
showed very promising results in different computer vision
problems [34].

IET Biom., 2017, Vol. 6 Iss. 3, pp. 224-231
© The Institution of Engineering and Technology 2016

225



We propose the use of a new LD called BSIFs which was
recently proposed for face recognition and texture classification
[21]. Inspired by LBP and LPQ descriptors, the idea behind BSIF
is to automatically learn a fixed set of filters from a small set of
natural images, instead of using hand-crafted filters such as in LBP
and LPQ. Our proposed approach for efficient representation of
fingerprint images for liveness detection consists of apply learning,
instead of manual tuning, to obtain statistically meaningful
representation of the fingerprint data, which enables efficient
information encoding using simple element-wise quantisation.
Learning provides also an easy and flexible way to adjust the
descriptor length and to adapt to applications with unusual image
characteristics such as fingerprints.

To characterise the texture properties within each fingerprint
sub-region, the histograms of BSIF code values for each pixel are
then computed. The value of each element in the BSIF binary code
string is computed by binarising the response of a linear filter with
a threshold at zero. Each bit is associated with a different filter and
the desired length of the bit string is determined by the number of
filters used. The set of filters is learnt from a training set of natural
image patches by maximising the statistical independence of the
filter responses [35]. The details for computing the filters can be
found in [21]. The set of the natural images that are used in the
calculation of the filters are illustrated in Fig. 1. 

In a nutshell, given an image patch X of size l × l pixels and a
linear filter Wi of the same size, the filter response si is obtained by

si = ∑
u, v

Wi(u, v)X(u, v) = wi
Tx

where vectors w and x contain the pixels of Wi and X.

The binarised feature bi is obtained by setting bi = 1 if si > 0
and bi = 0 otherwise.

The filters Wi are learnt using ICA by maximising the statistical
independence of si. Our pseudo-code for extracting the BSIF
feature vector is presented in Algorithm 1 (see Fig. 2). 

The main steps in our proposed approach include:

• First, a set of n ‘texture templates’ in the spatial-frequency space
is defined. These templates correspond to filters previously
computed. In the case of LPQ, these filters are computed over
four pre-defined frequency values. In the case of BSIF, they are
learnt by ICA from a set of natural images. The size and number
of filters vary depending on the amount of texture details that
should be retained and coded by BSIF.

• A fingerprint image X is subdivided in patches whose size
corresponds to that of the adopted filters. For each patch, the set
of filters is applied and each response is binarised. Each patch is
then coded into a string of bits whose size is equal to the bit
length n. This string embeds the main textural characteristics of
the related patch.

• Finally, a unique bit string is associated to each patch. Different
patches may share the same string. The final step is to compute
the frequency of all possible configurations of n bits over all
patches, thus obtaining the BSIF feature vector whose length is
2n. The value of the jth component of such feature vector is the
number of occurrences of the related binary string
corresponding to the decimal value j − 1.

FX = [ f X(0), f X(1), …, f X(2n − 1)]

Fig. 1  Set of the natural images that are used in the calculation of the BSIF filters
 

Fig. 2  Algorithm 1: BSIF feature vector extraction
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In our experiments, we used a set of filters learnt from a set of 13
natural images (which are shown in Fig. 1). There are two
parameters in the BSIF descriptor: the filter size l and the length n
of the bit string. The filters Wi were learnt using different
parameters. Each set of filters was learnt using 50,000 image
patches. The filters obtained with l = 9 and n = 8 are shown in
Fig. 3. 

4 Experimental analysis and discussion
For extensive experimental evaluation, we considered the datasets
collected for the three editions of the International Fingerprint
Liveness Detection Competition (LivDet 2009, 2011 and 2013). In
2009, the datasets were collected by three optical sensors
(Biometrika, Crossmatch and Identix). In 2011, four optical sensors
(Biometrika, Italdata, Digital Persona and Sagem) were used. In
2013, the data was collected using two optical sensors (Biometrika
and Italdata) and a capacitive sensor (Swipe). Each dataset is
divided into training and test sets. The overall number of live and
fake fingerprint images used in the experiments is around 40,000.
Most of the fake samples were generated using a consensual
approach: a volunteer put his/her finger on a mould of plasticine
such as material and afterwards another material such as gelatine or
liquid silicon is poured over the mould. This results in an artificial
replica of the fingertip. The only exception was the Biometrika and
Italdata images of the LivDet 2013 datasets in which the fake
samples were created with a non-consensual approach: a latent
fingerprint left on a surface is enhanced and digitised through the
use of a camera. Finally, the negative image is printed on a
transparency sheet, over which the fake material is poured. Further
details on the description of LivDet datasets can be found in [6–8].

The fingerprint image processing follows this procedure:

i. Segmentation: Aimed to separate the fingerprint from the
background, it is done by applying the Peter Kovesi
enhancement functions [To identify the fingerprint region, we
used the function ridge segment from the Peter Kovesi
MATLAB and Octave functions for Computer Vision and
Image Processing that are available at: http://
www.peterkovesi.com/matlabfns/index.html.]. In particular, the
image is divided in blocks of 16 × 16 pixels and each block is
marked as part of the fingerprint or as background. The
smallest rectangle containing all the fingerprint blocks is then
selected and cropped (see Fig. 4).

ii. Feature extraction: BSIF and other textural algorithms are
applied only to the ROI as described in item 1. Since each
region could have different widths and heights, the obtained
histograms are normalised on the basis of its area. Namely,
every single element vi of each feature vector v is divided by
the product of width w and height h of the fingerprint
corresponding to that particular vector

normalised_vi =
vi

w ⋅ h
iii. Classification: The normalised feature vector is given as input

to a binary classifier. The related output can be interpreted as a
sort of ‘liveness score’ or the estimation of the a posteriori
probability of the ‘Live’ class given the input pattern. We
adopted the linear support vector machine (SVM) which is the
most widely used in the literature. In our experiments we used
the library for SVMs [36].

When applying BSIF, we used 60 different learnt filters for all
possible combinations of window size (odd pixel squares from 3 × 
3 to 17 × 17) and number of bits (from 5 to 12). The only exception
is the 3 × 3 window for which the number of bits ranges from 5 to
8. As a matter of fact, the space of 3 × 3 patches is 9D but
discarding the constant (‘DC’) component (discovered by ICA)
leaves eight dimensions, and hence there are eight filters
representing the independent components. The spaces of larger
patches are higher dimensional and more independent components
can be found. Both LBP and LPQ have also been optimised in
performance with respect to datasets adopted, thus their
performance is fairly comparable with that of BSIF [The authors
are available for any explanations about the experiments if
requested by the reader.].

The performance parameters were computed on the basis of
outputs of the selected classifier obtained on a test set different
from that used for estimating the classifier's parameters. In
particular, we followed the LivDet protocol [37], thus we followed
the training and test set definitions as released by the competition
promoters.

The output of each SVM is a real value in the range [0, 1]
which is interpreted as a posteriori probability of the ‘Live’ class
given the input pattern. By thresholding this value, we obtain the
performance at different operational points. In particular, we
computed:

• Ferrlive: The rate of misclassified live fingerprints.
• Ferrfake or false positive rate (FPR): The rate of misclassified

fake fingerprints.
• True positive rate (TPR): The rate of correctly classified live

fingerprints which can also be defined as: 1-Ferrlive.
• The average classification error (ACE) defined as: ACE = 

(Ferrlive+Ferrfake)/2.

The threshold value for determining liveness was set at 0.5.
A full overview of the performance of the classifier is given by

the ROC curves, which plot the TPR–FPR pair for all possible
threshold values in the range [0, 1]. For sake of space, since the
curves are very similar between them, we only present the average
results obtained from all ten datasets (using the average values of
Ferrfake and Ferrlive). In particular we plotted:

Fig. 3  Learnt filters of size 9 × 9
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• Fig. 5a: Average LPQ, LBP and best BSIF ROC in order to
compare our proposal against state-of-the-art algorithms. ‘Best’
BSIF means that we selected, for each dataset, the feature vector
that was extracted with a 5 × 5 windows size and a 12 bit length.

• Fig. 5b: Average BSIF ROCs by setting the best value of bits
number (12 bits) and varying the window size, for each dataset,
in order to evaluate the dependency of BSIF performance on the
window size parameter.

• Fig. 5c: Average BSIF ROCs by setting the best value of
window size (5 × 5 window) and varying the bits number, for
each dataset, in order to evaluate the dependency of BSIF
performance on the bits number parameter.

Tables 1–4 provide a comparative analysis between our
proposed approach and many other state-of-the-art methods. As it
can be seen, our approach compares favourably against most of the
methods and under all scenarios with an exception on the
Biometrika data of LivDet2009 in which WLD [13] provides the
best results and LCPD [14] which performs better in three of the
LivDet 2011 datasets. 

Our results clearly showed that BSIF performs significantly
better than most of the other state-of-the-art texture descriptors
such as LBP and LPQ (Fig. 5a). The question which arises is
whether BSIF should always be preferred to LPQ and LBP? We
argue that the strength of BSIF lies mainly in the adopted filters.
Thus, adopting filters learnt from natural images allow capturing
more details than using pre-defined ones. Therefore, this kind of
filters should always be preferred in each method based on texture
descriptors, independently from the fact that it works in the image
domain such as LBP or in the frequency domain such as LPQ. Our
finding opens a new direction for learning specific filters when
considering texture descriptors for fingerprint liveness detection.

With regard to the window size (Fig. 5b), the obtained results
showed that the smaller the window size is, the better the
performance is. However, it should be noted that beyond a certain
size the performance starts to decrease. The optimal window size is
found to be different for each dataset/sensor. This suggests that a
multi-window approach would be an appealing direction to further
enhance the performance and provide a generalisable solution.

Regarding the number of bits (Fig. 5c), the conducted
experiments showed that the higher the number is, the better the
results are. As a matter of fact, it could be supposed that, by
increasing this number, we should always obtain a correspondent
performance improvement. However, Fig. 6 clearly shows a sort of
saturation effect beyond a certain bits number (around 10–12 bits).
Therefore, the number of bits points out an intrinsic limitation of
the BSIF method. We suppose that this ‘limit’ is correlated with the

resolution of each image but we have not yet a clear evidence
about that, since all LivDet sensors are characterised by the same
resolution in terms of dots per inch (dpi). In other words, we
believe that a higher resolution could lead to a higher ‘optimal’
number of bits, due to the increase of details detectable in the
image. Note that the number of bits somehow defines the
discriminative power of the BSIF descriptor. It corresponds to the
number of filters as well as to the number of possible filter
configuration responses that BSIF can encode. 

The fact that the best experimental results are obtained with the
BSIF descriptor using a small window size (5 × 5 pixels) and a
large number of bits (10–12 bits) can be seen as an indication that
differences between live and fake fingerprints are embedded in
minute details that cannot be visible even by human experts. Filters
learnt from natural images allow capturing many of these details,
thus leading to a performance far better than that of LBP and LPQ
that use a less flexible approach to derive filters and textural
patterns. On this regard, one might think that filters learnt from
fingerprint images could lead to better results. A preliminary
experiment on the LivDet 2011 datasets showed that the use of too
specific set of images for the filters could lead to a sort of
‘overfitting filters which do not generalise well. As a matter of fact
(see Table 5), we can note a slight decrease of the error in two
cases and a much greater increase in the other two. 

Although the obtained results are very promising,
improvements are still needed to allow integrating such liveness
detector into a real fingerprint verification system. However, the
very good classification accuracy of BSIF features suggests that
further improvements could be achieved by an appropriate filter
design. We note that the best results have been obtained using
small filters (window size of 5–7 pixels) on 500 dpi images. This
means that the minute details are invisible to a human eye.

Finally, it is worth mentioning that the material that is used for
performing the spoofing attacks can be unknown during training.
LivDet competition protocol and datasets are internationally
recognised and approved, though not explicitly designed for
evaluating the performance of liveness detection algorithms under
unknown test materials. In other words, they can be used for an
evaluation of liveness detection algorithms under the assumption
that the material used for training the system is representative of
that adopted during attacks (training set must be representative of
the test set: this is the assumption of all basic pattern recognition
problems and solutions and in the general fingerprint liveness
detection literature). Unfortunately, the distribution of fake
materials in LivDet datasets does not allow an appropriate
evaluation of algorithms when unknown materials are used for
spoofing attacks. Therefore, one should design new experimental

Fig. 4  Fingerprint image processing: the image is divided in blocks, each block is marked as part of the fingerprint or as background, the smallest rectangle
containing all the fingerprint blocks is then selected and cropped, a textural algorithm is applied only to the selected region and the result is a histogram that
will be used as a feature vector
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data and protocols for evaluating the generalisation of fingerprint
liveness detection algorithms to unknown attacks.

Regarding the computational time for extracting the different
texture descriptors, the BSIF method is unsurprisingly the fastest
one followed by LBP and LPQ (Table 6). BSIF, which provides the
best results in terms of classification rates, is also significantly

faster than basic LBP and especially than the LPQ in terms of
computational time. 

We reported the BSIF computational time as function of the two
basic parameters: namely, the bits number and the window size, for
each dataset, in Fig. 5d. It has been computed on a platform based
on MATLAB 7.9.0 r2009b, Windows 7 PRO 64 bit, Pentium(R)
dual-core central processing unit ES200 at 2.50 GHz 8 GB
[MATLAB, Windows and Pentium are property of Mathworks,
Microsoft and Intel, respectively]. It is worth noting that the low
feature extraction time allows the implementation in real-time
applications and also in mobile devices as we actually already did.

5 Conclusions
In this work, we thoroughly explored the texture feature descriptors
named BSIF for fingerprint liveness detection. A comparison with
state-of-the-art algorithms as well as an analysis of pros and cons
depending on the algorithm's parameters has been carried out.
Results are very interesting because the proposed algorithm
outperformed most of the state-of-the-art. The main open
discussion is related to set the optimal parameters for the BSIF
extraction. Our analysis over ten datasets showed that the
performance of our approach is stable under a wide range of
parameters. It should be noted that the characteristics of fingerprint

Fig. 5  Average ROC curves for the BSIF
(a) With a (5 × 5) window size and 12 bits compared with LPQ and LBP, (b) With different window sizes and best bit length (12 bits), (c) With different bit lengths and best window
sizes (5 × 5 pixels), (d) BSIF features extraction times (seconds) in a 3D graph

 
Table 1 ACE comparing LBP, LPQ and BSIF on the LivDet 2009, LivDet 2011 and LivDet 2013 datasets

LivDet 2009 LivDet 2011 LivDet 2013
Biometrika CrossMatch Identix Biometrika Italdata Digital Sagem Biometrika Italdata Swipe

LBP 19.09 10.25 4.04 11.20 18.45 10.60 8.51 1.30 3.35 18.96
LPQ 6.51 5.98 2.27 14.70 13.60 11.45 8.01 2.15 1.45 9.65
BSIF 3.48 4.60 1.02 6.80 13.65 3.55 4.68 0.55 0.55 4.61

 

Table 2 ACEs for different methods on the LivDet 2009
datasets. The BSIF features were extracted with a 5 × 5
windows size and a 12 bit length. QRFs stands for quality
related features [28] and PMBFs for perspiration- and
morphology-based features [23]

LivDet 2009
Biometrika CrossMatch Identix

QRF [28] 37.40 14.80 4.90
PMBF [23] 12.60 15.20 9.70
LBP [26] 19.09 10.25 4.04
LPQ [27] 6.51 5.98 2.27
WLD [13] 1.16 5.70 2.00
BSIF (this paper) 3.48 4.60 1.02
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sensors were more or less the same for all datasets (around 500 dpi
of resolution and grey-level image extracted), thus reported results
are consistent. Nonetheless, we could expect that the parameter
values could change when, for example, sensors significantly
different in terms of dpi were available. It is true that, so far, the
majority of fingerprint sensors on the market are similar to those
investigated in this work, and the standard in this field is set to 500 
dpi of resolution and 8 bit sized grey-level values. A specific
investigation aiming to point out pros and cons of BSIF according

to different kinds of fingerprint sensors should be done in the
future.

An interesting topic of attention is the derivation of the filters
from natural images. As it has been shown here by experiments, it
is true that they allow to compute a feature vector whose
discriminative power is higher than that of LBP and LPQ.
Although preliminary results are not encouraging, it might be
possible that learning filters specialised on live and fake fingerprint
images could lead to significant improvements. This is an on-going
work that makes BSIF approach for fingerprint liveness detection
worth of further investigation.

As another future work, it is also of interest to study the
complementary of the different descriptors that were considered in
this work. This can be done by analysing the performance of their
fusion.
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